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No of reports per 10.000 flights

EVAIR — ATM and GNSS outages reports
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EVAIR GNSS summer and full years 2018-2022
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EVAIR GNSS analysis airspace & traffic flows affected z

EUROCONTROL

More than 100 FIRs affected

Turkish airspace for the traffic to/from Europe — Middle East and the traffic to/from the East to
the South East Mediterranean across Turkey

. South — East Mediterranean for the traffic to/from Europe
. Middle East— Mainly the traffic to/from Europe

. Middle East— Canada and America via Cross polar routes
. European airspace during approach to main hubs- about

. For about 20 % of flights this information is not available.

. GPS outages duration
GPS outages/interferences 2018.2022

phases of flight 2018-2022

1-5min

/5%

Take off

3,;_ 1,63%
~_—Taxiing
/ 0,77%
- Standing
0,27%

Ground
0,02%
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EVAIR — GNSS analysis - frequent problems reported %

EUROCONTROL
» Failure of one or both GPS boxes
« Disagreement between GPS positions and NAV FMSs
« Inability to fly RNP and request for radar vectoring
 Wrong wind and ground speed presentations
« Loss of ADS-B L/R
» Aircraft clocks L/R/both failed or began to count backwards
« Terrain warnings — pull up requests.
GPWS activation 2018-2022 GPWS Phases of flight 2018-2022 On-board clock during GPS outages
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EVAIR EXAMPLES OF PILOTS NARRATIVE

04/03/2023 Jamming event in Turkish airspace, en route to VADEN
(between 60 nm to 30 nm southeast) led to AMBER CAS ADS-B OUT, SVS
FAIL CYAN CAS, and GNSS NOT AVAILABLE notifications.

08/03/2023GPS L/R invalid signal encountered from waypoint ABKAL until
SOBIL. DME update in FMC manually switched from OFF to ON in order to
keep ANP below 1.00. Uneventful continuation of flight

10/03/2023 During initial climb out, before passing 2000 feet, ADS-B
RPTG 1 than 2 failed, followed by GPS 1 than 2 failing. Systems didn’t
recover until flight completion.

14/03/2023 When passing FL290 we got ECAM message “NAV_ADS-B
RPTG 1(2)FAULT” at the same time we lost all three GPS. The GPS
MONITOR in MCDU show nl h nd no info were available.
However, we h PS PRIMARY an r HIGH indi n the PR

page. No indications of any navigation failures or problems. All three GPS
came back again when passing FL 100 descending. During climb out
another crew experienced the same thing in approximately the same area.

01/02/2023 Crew reported GPS FAILURE. ACFT position: W part of LUKK
TMA - SEC 1. Radial 220 Distan NM from KIV VOR, FL60.
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24/02/2023 During cruise in Turkish Airspace, under control of
Ankara Frequency 127.925, were cleared to proceed direct to
waypoint OTKEP. On the CDU legs page OTKEP was selected
and transferred to L1 PSN on page 1. Prior to executing the
change, observed the following 1. The FMA indication from
SPD/LNAV/VNAV PTH, with the Autopilot engaged changed to
SPD/LNAV/VNAV PTH with associated AMBER line across the
pitch and roll mode, indicating the degraded mode of the Pitch
and Roll mode. 2. Both L and R CDU displays temporary became
BLANK for approx. 3-5 seconds. 3. Upon recovery of both CDUs,
observed the legs pages were no longer active, indicated by
CYAN on the ND displays. Some performance data were

observed to be missing; ZFW, Reserves, COST INDEX and CRZ
ALT. 4. Rev ic m lecting HD nd FLCH, on

the MCP with associated EMA SPD/HDG/ALT
5. CDU data were entered, validated and verified, prior to
Executed. LNAV an VNAV were reengaged, and flight continue
DOH with ny further events. 6.N.B. Prior he inciden
GPS interference were also affecting the Navigation of the
aircraft, as this is a normal occurrence in Turkish Airspace.

20/01/2023 GPS 1 fault with ADSB REPORTING 1 and 2 fault on
UR660 from DASIS to ERZ UL704 to SONAD UL746 to ODERO.

EUROCONTROL
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Pilot feedback and requirements

- Impact on operations
- Workload increase especially if you are not used to fly in regions having GNSS problems
*  More critical during landing or take-off
- Brake To Vacate unavailability
- ADS-C unavailability causing increased separation in NAT airspace
* Pilot statement: “We would like to have information on GNSS problems within a particular

area pre-flight. The information could be provided either by ANSP or Airline OCC in a map
form.”
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Pilot feedback and requirements collected by NAV

Conclusions @ transavia

GNSS signal interference

®* There is no GPS JAMMING light

* Flight deck effects not easily tied to GPS jamming

Flight crew workload increased
* Negates PBN operations. Often not only for the duration of the outage.

®* Warrants solid contingency procedures

A/C navigation performance depends on available DMEs

DME grid necessary as Minimum Operating Network

®* Multipe systems affected making failure

Our mitigations

* High level of flight crew awareness

analysis difficult

Page: 14

: 1GENERAL R .
e transavia 15 6P SRAL MR FEREICE Date: 11-Aug-2022 Flight crew contingency procedures

Operational Manual - Part C Revision no.: 0.42

* Flight crew simulator training with GNSS PVT
degradation
* Airbus configured with multi constellation MMR

(less susceptible to jamming)
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Ground Requirement

On-ground problems

Loss of some surveillance capabilities (ADS-B, ADS-C)
Possible loss of communication CPDLC

ATC workload increase

Capacity reduction

2014: Preparation for EU PBN Implementing Rule:
«  ATC Human in the Loop Impact Studies for impact assessment including GPS Loss
» Budapest simulation, high level of “GPS-only for PBN” traffic (20%)

- ATCO Statement: “l can deal with GPS RFI, just tell me when it starts, how many sectors are
affected, and when it ends”

Validated OPS Requirement through EUROCONTROL NETOPS
* NETOPS Conclusion 23/10: NETOPS agreed the following recommendations:

« b) With reference to paragraph 3.2: confirm the Operational need to be aware of the geographic area of
GPS outages and that they (ATC) intend to use this information in the context of contingency

operations.
Summary Report Twenty-third Meeting (NETOPS/23) Brussels, 28 Feb - 1 March 2019, NETOPS/24 WP02




AWARENESS - GNSS weekly updates: NOTAMs & EASA SIB

LTBB - ISTANBUL FIR

EN-ROUTE

+ PILOTLAR TRRAFINDAN TURK HAVA SAHASININ BAZI BCLUMLERINDE GES
SINYALLERININ ZAMAN EAMAN ATINAMADIGI RAPOR EDILMEKTEDIR.
TURE HAVA SAHASINDAL RNAV UCUS DUZENLEYECEK VEYA RNAV/RNF USULLERINI
UYGULAYACLE PILOTLARIN YASAINABILECEK GPS SINYAL KRYIPLARINA KRRSI
MUTEYRKKIZ OLMRIARI TAVSIYE EDILIR.
FROM: 0% JEN 2023 06:18 TO: 07 RPR 2023 12:00 EST

+ IT IS5 REPCRTED BY FILOTS THAT GPS SIGMALS CAN NOT BE RECEIVED
OCCASSIONALY IN SCME PARTS OF TURKISH ATRSPACE.
PILOTS WHO PLAN RNAV FLIGHT OR EXECUTE RNAV/RNF PROCEDURES WITHIN
TURKISH AIRSPACE ARE ADVISED TC BE CAUTIOUS ABOUT GPS SIGNAL LOSES.
FROM: 0% JAN 2023 06:20 TO: 07 APR 2023 12:00 EST

LTAA - ANKARA FIR

EN-ROUTE

+ A) LTCR
MRD VCR/DME 116.0MHZ/CH116X, VOR KISMI CALISMAMAKTADIR.
-GBS KRYBI NEDENIYLE UCUS KOWTROL GERCEXLESMEDIGINDEN-
FROM: 10 DEC 2022 21:01  TO: 10 MAR 2023 21:01

+ A) LTAJ
GAZ VOR/DME 11€.7 MHZ/CH114X, VOR KISMI CALISMAMRKTADIR.
-GBS SINYAL KAYRT NEDENIYLE UGUS KONTROL TESTI YAPTLAMADIGINDAN-
FROM: 30 DEC 2022 07:3¢  TO: 01 MER 2023 14:00

LCCC - NICOSIA FIR

EN-ROUTE

+ GN35 SIGNAL INTERRUPTIONS HAVE BEEN REPCRTED WITHIN NICCSIA FIR.

EILOTS ARE REQUESTED TO REPORT TO ATC. WITHIN TMA CONVENTIONAL
INSTRUMENT PROCEDURES ARE AVAILABLE 0N PILOT REQUEST
FROM: 08 JAN 2023 21:06  TO: 08 APR 2023 23:5% E5T

enter your presentation title

GO1&0/23

An180/23

G7490/22

57883722

A0006/23

LFMM - MARSEILLE

EN-ROUTE

+ INTERFERENCES OF GPS RECEIVER (GNSS JAMMING) FRCM DIFFERENT

POSITIONS

CENTRED ON AVG PSN 434238N 0024611E

- POTENTIAL RISK OF INTERFERENCE, IMPACT VOLUME CENTRED ON

COORDINATES ABOVE :

260NM AT FL400D

209NM AT FL250

165NM AT FL150

137HM AT FL10O

92NM AT 4000FT

INFO :

RAMBERT ('CDC' OF LYON MONT VERDUN) 143.550MHZ / 317.5D0MHAZ

MARINA ('CDC' OF MONT DE MARSAN) 143.550MHZ / 317.500MHZ

- IN CASE OF OBSERVED GPS INTERFERENCE, REPCRT THE INFORMATICN TO

THE COMPETENT ATS SERVICE.

IN CASE OF INTERFERENCE OF AIR TRAFFIC BY THE GPS INTERFERENCE, THE

EEAD OF OPERATIONAL PERMANENCE OF THE QPERATIONS DEPARTMENT ('RPO

DC') WILL STOP THE INTERFERENCE.

FROM: 20 FEB 2023 13:30 TO: 26 FEB 2023 21:00 F0237/23
SCHEDULE: 20 1330-1630, 21 0830-1000 1200-1630 2100-2300, 22 1200-1630 2100-
2300, 23 0830-1030 1300-1630 1900-2100, 24 0830-1030 1330-1630, 25 0800-1100
1800-2100, 2& 0800-1100 1430-1700 1800-2100

LFBB - BORDEAUX

EN-ROUTE

+ POSSIBLE GNSS JAMMING, DISTUREANCE OF THE SIGHAL RECEIVED BY GBS
RECEIVERS IN THE 'CRPTIEUX' ARER, POSSIBLE 360 DEGREE INTERFERENCE
QRIENTATION.

-P5SN : 441232N 0001805W

IMPACT VOLUME : HALPH-SPHERE OF 40NM RADIUS CENIRED ON P3SN

-INFQ, ATS SERVICES AWARE COF THE JAMMING :

MARRSAN 122.100MHZ

RQUITAINE INFG 120.575MHZ

PYRENEES AFP 128.E800MHE

-IN CASE OF OBSERVED GPFS INTERFERENCE, REPCRT THE INFORMATICN TC THE
COMPETENT ATS SERVICES.

FROM: 14 FEB 2023 07:00 TO: 24 FEB 2023 17:00

SCHEDULE: 0700-1700

EPWW - WARSZAWA FIR

EN-ROUTE

+ PRECRUTION - GNS55 SIGNAL INTERFERENCE CRN BE EXFECTED IN THE
NORTH-EAST RND EAST PART QF FIR EPWW. RIR CREWS ARE ASKED TQO INFORM
AN ATC OF ANY GNSS INTERFERENCE ANCMALIES.

FROM: 13 FEB 2023 l€:16 TO: 14 MRR 2023 23:5% EST

+ OSTRZEZENIE - ZAKLOCENIZ SYGMALU GN3SS MOGA WYSTEPOWRC W
POLNOCNO-WSCHODNIEJ I WSCHODNIEJ CZESCI FIR EPWW. ZRLOGI PROSZONE SR
¢ INFORMOWANIE ATC O ZRKLOCENIRCH SYGNALU GNSS.

FROM: 13 FEB 2023 lé:18 TO: 14 MRR 2023 23:59 EST

FOl92/23

Ch118/23

MD118/23
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EASA SIB No.: 2022-02R1

Safety Information Bulletin
Operations — ATM/ANS

SIB No.: 2022-02R1
Issued: 17 February 2023

European Union Aviation Safety Agency

Subject: Global Navigation Satellite System Outage Leading to

Navigation / Surveillance Degradation

Revision:
This SIB revises EASA SIB 2022-02 dated 17 March 2022.

Ref. Publications:
None.

Applicability:
National Aviation Authorities (NAAs), Air Navigation Service Providers (ANSPs) and air operators.

Description:

Since February 2022, there has been an increase in jamming and or possible spoofing of Global
Navigation Satellite Systems (GNSS). This issue particularly affects the geographical areas
surrounding conflict zones but is also present in the eastern Mediterranean, Baltic Sea and Arctic
area.

EASA has analysed data from the Network of Analysts and open sources, and has concluded that
GNSS jamming and/or spoofing has intensified in recent months. The main affected flight
information regions (FIR) are:

* The Black Sea area:
- FIR Istanbul LTBB, FIR Ankara LTAA
- Eastern part of FIR Bucuresti LRBB, FIR Sofia LBSR
- FIR Thilisi UGGG, FIR Yerevan UDDD, FIR Baku UBBA
* The southeastern Mediterranean area, Middle East:
- FIR Nicosia LCCC, FIR Beirut OLBB, FIR Damascus OSTT, FIR Telaviv LLLL, FIR Amman OJAC,
northeastern part of FIR Cairo HECC
- Northern part of FIR Baghdad ORBB, northwestern part of FIR Tehran OIIX
- Northern part of FIR Tripoli HLLL
* The Baltic Sea area (FIRs surrounding FIR Kaliningrad UMKK):
- Western part of FIR Vilnius EYVL, northeastern part of FIR Warszawa EPWW, southwestern
part of FIR Riga EVRR
s Arctic area:
- Northern part of FIR Helsinki EFIN, northern part of FIR Polaris ENOR
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AWARENESS - NM

p/ NOP GB/Bz/zBZ 3 ‘TARGET DATE: B7/02/2823

Metwork Operations Portal i SET
A 4 P o

1 4. : 2 3 230TC D+1 (PoST-OPERATIONS)

Username: guest

Post-Operations

[sctical Il preTactical |

Resources & Services

Valid On 07/02/2023
Last Released 07/02/2023 2
) =

Description Released on
A-CDM SUSPENDED AT LFPO 07/02/2023 1128
XCD NEW FOR EGLC RVR UPDATE 1. 07/02/2023 11:26
XCD NEW FOR EGLC RVR 07/02/2023 0742
XCD NEW FOR EGLC RVR 07/02/2023 07:24

mo

Incident Management Tool =2 =
[You are not a: d o see IMT
Network Events

Cumrent Network Situation
Las|

t update: 03/02/2023 1418

=2
08/02/2023 06:00
08/02/2023 06:00
03/02/2023 08-00
08/02/2023 06:00

08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
08/02/2023 06:00
07/02/2023 06:00
07/02/2023 06:00
07/02/2023 06:00
07/02/2023 06:00 Last update 07/02/2023 23:59
07/02/2023 06:00 Flights
07/02/2023 06:00

07/02/2023 06:00 Total
07/02/2023 06:00 Landsd

Search » List »

New NM Interactive Reporting
New NMIR

New NM Interactive Reporting (New MMIR) is a
\ieb inferface allowing MM users access lo a
wide range of reports and statistical data on
European ATFCM archived data.

Users will have to authenticate with Eurocontrol

more » Aitbome m@m userid and password.
nitial Network Plan = Expected o) O
Network Plan b _ Delays (in minutes)
i Cumulated 73,376.0
- The European AlS Database (EAD) is the
Average/Flight 3.8 worki's largest Aeronautical Information System

En-route (AIS): 1t is a centralized reference database of
quality-assured asronautical information and.

Airport simultanecusly, a fully integrated, state-of-the-art

== 30 min AIS solution

B ) (x5 EAD s a single source for aeronautical data

needs. It is a safer, faster, mere accurate and

\Wealher 28827 39% harmenized methods of AIS data collection and

ATC Ind Action 35430 Ert delivery. Besides. it increases the availability

Others 16817 530 and accessibility of AIS information

ATC Staffing <55 1% EAD offers instant access, no matter where you

Aerodrome Capacity 151 15 are, to the most up-to-date digital aeronautical

Pirspace Managemest 101 0% information from the ECAC area, NOTAM

ATC Equipment 198 0% (Notices to Airmen). Pre-flight Information

ATC Capacity a1 0% Bulletins (P1Bs) from around the world

coident f Incident o 0% For more info please see on the EAD link.

De-lcing 0 0%

Aerodrome Services o 0% Network Operations HANDBOOK =

- '“°re: Network Operations Procedure Updates
ATFCM Users Manual - Edition 26.0 Date 26104/2022
Central Claim Management System (CCMS) Log in ATFCM Operations Manual - Edition 26.0 Date 26/04/2022
CCMS allows users to raise claims at the
[~ s e - rmhiam ramnds | |IFPS Users Manual - Edition 26.2 Date 20/02/2023

The following section contains the latest information available on GNSS
operational status across the network. It shows where aircraft avionics
have reported adegraded or unavailable GNSS position. The most
common cause for such degradationsis radio frequency interference. An
updateis provided on aweekly basisin the following link: GNSS update

information communication -

EUROCONTROL

- 1ststep

*  Weekly updates via the public NOP portal

* Next step: Integrated NM B2B service

* providing real-time network situational
awareness and supporting collaborative
decision making (CDM) processes

« SWIM compliant
* Request/Reply or Publish/Subscribe
» Accessible 24 hours a day, 7 days a week

AUGUR RAIM REST API Service [ o

AUGUR is the el besed service provided by EUROCONTROL for The AUGUR means by which i 0 fy R
availabiliy during pee-flight planning.

11



GNSS interference course - [NAV-GNSS-RFI]
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EUROCONTROL

GNSS Radio Frequency Interference [NAV-GNSS-RFI]

Classroom Course

. 7 Jun 2023 09:00 to 8 Jun 2023 17:00
Course available

<3 Classroom Course @, EUROCONTROL Aviation Learning Centre  Ei#

s

https://learningzone.eurocontrol.int/ilp/pages/description.jsf#/users/@self/catalogues/896269/coursete
mplates/17804270/description

DAY/TIME  09:00

DAY 1 Introduction GNSS Sources of GNSS Impact of GNSSinterferences
vulnerabilities interferences
DAY 2 Impact of GNSSinterferences GNSSinterference GNSSinterference Debrief
mitigation mitigation
Location Dates
Aviation Learning Centre, Luxembourg 7-8 June 2023

Targetaudienceand objectives:

The course provides strategies and tools for those who
wish to implement mitigation measures against GNSS
interferences orthose who wishes to obtain a broad
understanding of GNSS interference and its effects on
aviation. It will also include a group work/discussionto
focus on the main problems the audience is facing with
regard to GNSS interferences.

If interested contact:
hamdi.nasser@eurocontrol.int
gerhard.berz@eurocontrol.int

charlie.eliot@eurocontrol.int
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EVAIR Runway Incursion 2018-2022

No of reports per 10.000 flights
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Runway Incursion Contributory factors

Trafficand Airspac

Coordinations Issuies

0.82%
Ground-ground
communication
/ 2.45%

Documentation and

problems Procedures
31% 2.86%

N

Airport data
1.22%

Runway configuration
1.22%

T ATCclearance/instruction

related item
2.45%

Failure of COMMUNICATION
function
0.41%

Un-athorised penetration of
airspace
0.41%
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States, locations and AOs affected or participating in Runway
incursion 2018-2022
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EUROCONTROL activities and plans

Continuous monitoring and information data collection
- Dally information/incident provision to EVAIR and upload into the DB
« Publication of analysis — EVAIR Bulletin and customized analysis

« Survey with ANSPs of A and B risk severity Runway Incursion
occurrences as part of the Top 5 EUROCONTROL safety concerns

« Publication of report
Preparation of the Global Action Plan for the Prevention of
Runway Incursion (GAPPRI)
« Coordination and discussion with all SHs including IATA
* Inventory of the European Action Plan and its improvement
« Consolidation of proposals and publication of the Global Action Plan
+ Kick of meeting 30 Mar 2023

-4
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EUROCONTROL

European Action Plan for the
Prevention of Runway Incursions

EAPPRIV3.0 - Released Issue
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GAPPRI Expectations from AO

EUROPEAN ACTION PLAN FOR THE PREVENTION
OF RUNWAY INCURSIONS

RECOMMENDATIONS

1.1 General principles
1.2 Aerodrome operator issues

1.3 Communications

14 Aircraft operator issues

1.5 Airnavigation service provider issues
1.6 Datacollection and lesson sharing
1.7 Regulatorsissues
1.8 Aeronautical information management
19  Technology

110 Civil military

20  Future work

1.4 AIRCRAFT OPERATOR

143

144

148

1410

1411

1412

Prowide training and assessment for pilots regarding
Asrodrome signage, markings and lighting.

Pilots shall not cross illuminated red stop bars when limimg-up
‘or crossing a runway (or on a taxiway wiere placed), unless
contingency procedures are in force, e.g. to cover cases
where the stop bars or controls are unserviceable.

Ensure that flight deck procedures contain a requirement for
explicit clearances to cross any remway.

‘Guidance Note:
Incledes non-active nunways.

Flight Crew should not enter a rumway for departure if mot
ready to take-off. Flight Crew must advise Air Traffic Control
on first contact with the Tower if additional time on the
runway is required for operational reasons.

If received significantly sarly, flight crew should confirm with
ATC the line-up/take-off or crossing dlearance when ap-
proaching the runway holding position.

Flight crew should consider confirming landing clearance on
shaort final, if ATC isswed it more than 5 nautical miles from
towch down.

Promote best practices in flight deck procedures while taxi-
ing and during final approach - to include the “Sterile flight
deck” concept.

Promote best practices for pilots"planning of ground
operations.

Ensure a means to indicate receipt of landing 7 lime-up / take
«off f crossing clearances in the cockpit.

Pilots are advised to switch on forward facing lights when in
receipt of a take-off clearance and show forward facing lights
on the approach.

‘Guidance Note:
Global IFALPA policy

Filots must be made aware of current safety significant
airport information.

Dwerireg taxi for departure or during approach, pilots should
not accept a unway change proposal if time to
re-programme the FMS ¢ re-brief is not sufficient.

This includes a chamge of departure intersection.

Adrcraft Operator (lead). ppen

Aigrcraft Operator.

Aircraft Operator. Appendix A

Airoraft Operator, Appendix D
Air Mavigation Service Provider.

Aircraft Operator, Appendix D
Air Navigation Service Provider.

Aircraft Operator, Appendix D
Air Navigation Service Provider

1ATA (lead), Appendix D
ECA/IFALPA (support).

IATA (lead), Appendix D
ECA/IFALPA (support).

Airframe Manufacturer, Appendix D
Aircraft Operator.

Aircraft Operator. Appendix D
Aircraft Operator. Appendix H
Aircraft Operator, Appendix D

Air Navigation Service Provider.

21

Leader and contact person Mr Tzvetomir Blajev — Tzvetomir.blajev@e urocontrol.int
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Many Thanks for your Attention!

=4
-y

EUROCONTROL

19


mailto:evair@eurocontrol.int
mailto:Dragica.stankovic@eurocontrol.int
mailto:razvan.ularescu@eurocontrol.int

	Slide 1: GNSS & RWY safety
	Slide 2: EVAIR – ATM and GNSS outages reports
	Slide 3: EVAIR GNSS summer and full years 2018-2022
	Slide 4: EVAIR GNSS analysis airspace & traffic flows affected 
	Slide 5: EVAIR – GNSS analysis - frequent problems reported
	Slide 6: EVAIR EXAMPLES OF PILOTS’ NARRATIVE
	Slide 7: Pilot feedback and requirements 
	Slide 8: Pilot feedback and requirements collected by NAV
	Slide 9: Ground Requirement
	Slide 10: AWARENESS - GNSS weekly updates: NOTAMs & EASA SIB
	Slide 11: AWARENESS  - NM information communication
	Slide 12: GNSS interference course - [NAV-GNSS-RFI]
	Slide 13
	Slide 14: EVAIR Runway Incursion 2018-2022
	Slide 15: Runway Incursion Contributory factors
	Slide 16: States, locations and AOs affected  or participating in Runway incursion 2018-2022
	Slide 17: EUROCONTROL activities and plans
	Slide 18: GAPPRI Expectations from AO
	Slide 19: Many Thanks for your Attention!

